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Executive Summary

The Vulnerability of Critical Infrastructure:  Americans and our allies around the world
witnessed first-hand on 9-11 the vulnerability that is inherent in an open and free society.  The
United States has made progress in better coordinating national and international efforts to
combat terrorism.  However, the critical infrastructure of the Nation, 80 percent of which is in
private hands, is largely unprotected against attacks by terrorists.  The vulnerabilities, risks, and
consequences of an attack on our vital ports and critical supply chain are real, present, and
dangerous to our economic well-being.  The need for a public-private approach is essential to the
development of a comprehensive strategy incorporating the best practices and available
technology to secure our critical supply chain in and near maritime port facilities.

A Compelling Economic Need to Secure Our Vulnerable Ports:  Our critical infrastructure is
the economic “center of gravity” in the United States.  A key component of that center of gravity
and our economic system is the maritime port infrastructure across the Nation and throughout the
world, as well as the critical supply chain that links maritime centers to the heartland.  Our ports
are irreplaceable in the movement and performance of a critical supply chain that, if interrupted,
will cripple the economy of our Nation and much of the free world.

The Economic Risks and Consequences:  On any given day, more than 15 million containers
are moved by sea, rail, or road around the world.  In excess of 90 percent of America’s imported
and exported goods are sent to South America, Europe, Africa, and Asia by sealift.  The
Hampton Roads port region is a vital commercial center for Virginia and the Nation.  One of the
world’s largest harbors, our port region sits only 18 miles from the open ocean and is easily
accessible to shipping lines and shippers alike.   An extended closure of the port region by a
manmade or natural disaster would devastate these industries and countless jobs.

The Real Threats That We Confront:  Ports, their infrastructure, and the intermodal
connectivity to them are tempting targets. Our inability to effectively and reliably detect, deter,
and disrupt such threats in a layered and sophisticated manner may close a port—ensuring the
port remains closed for an extended amount of time until the port and region can be rendered
safe for human occupation.  This inability is well known by our enemies and it must be
addressed.

Innovative Solutions to Mitigate Risks:  While no solution will ever make our ports and the
critical supply chain immune from attack, we must devise effective strategies that will mitigate
the risk of disruption to an acceptable level while planning for sufficient resiliency in port
infrastructure to help those facilities resume normal operation as soon as possible in the wake of
a manmade or natural disaster.

The CHSF Grant Approach:  The Commonwealth Homeland Security Foundation (CHSF),
using an innovative public-private approach, desires to contribute to the development and
implementation of solutions that significantly improve the security of the commercial and
military maritime port facilities in Hampton Roads against manmade or natural disasters.  In
particular, the protection and sustainability of the critical supply chain, intermodal facilities, and
the workforce associated with the port region are key concerns.
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The Vulnerability of Critical Infrastructure

When the United States was attacked on September 11, 2001 by al-Qaeda inspired
terrorists, Americans and our allies around the world witnessed first-hand the vulnerability that is
inherent in an open and free society, two critical attributes necessary for the vital free enterprise
environment many citizens take for granted.  Since that attack, the United States has made
progress in better coordinating national and international efforts to combat terrorism.  However,
the critical infrastructure of the Nation—80 percent of which is in private hands—is largely
unprotected against coordinated and well-placed attacks by terrorists who seek to disrupt our
way of life and weaken our will to resist.

A Compelling Economic Need to Secure Our Vulnerable Ports

Our critical infrastructure is arguably the economic “center of gravity” in the United
States.  A key component of that center of gravity and our economic system is the commercial
and military maritime port infrastructure across the Nation and throughout the world as well as
the critical supply chain that links maritime centers to the heartland.  Eighty percent of the
world’s trade travels by water, making ports the linchpin to our national commerce.  The U.S.
and world economy depend on commercial shipping as the most reliable, cost efficient method
of transporting goods.  Currently, U.S. ports handle approximately 20 percent of the maritime
trade worldwide.  Shipping through American ports generates $8.7 billion each day for the U.S.
economy, or about 29 percent of the daily gross domestic product.  Our ports are irreplaceable in
the movement and performance of a critical supply chain that, if interrupted, will cripple the
economy of our Nation and much of the free world.  Some recent examples clearly illustrate how
a disruption impacts the economy.

• In 1995, the earthquake in the Kobe, Japan had a major impact on the world economy,
requiring the diversion of more than 100 ships that were en route to other ports in Japan
and an economic loss approaching $50 billion.

• In the fall of 2002, a port strike on the West Coast resulted in an 11-day disruption in the
movement of goods.  Ships were left at anchor from Los Angeles to Taipei with a $19
billion loss of revenue to the U.S. economy.

• In July of 2008, the Port of New Orleans was shut down for six days following an oil
spill that stranded 200 ships.
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The Economic Risks and Consequences

The impact of an attack on a major maritime port facility and the critical supply chain is
hard to exaggerate.  If the Mississippi River was blocked for an extended period of time, the cost
to the Nation could approach $275 million per day.  While the examples above were not caused
by terrorists, an attack resulting in the disruption of the critical supply chain associated with the
maritime system (mainly major ports) can severely hamper trade and potentially cripple the
global economy by hundreds of billions, if not trillions, of dollars.  We must take effective action
to better secure our port facilities.

Consider the facts.  The two largest container ports in the world, Hong Kong and
Singapore, together handle more than one million 40-foot ocean containers each month.  A large
container ship can discharge over six million pounds of freight in an hour.  On any given day,
more than 15 million containers are moving by sea, rail, or road around the world.  In 2002 eight
million containers and 59,995 vessels traversed 3,700 terminals and 301 ports of entry in the
United States.  Today, it is estimated that nine to 11 million containers move through our Nation
in a year.  Indeed, close to 90 percent of the world’s general cargo moves by containers.  When
they cease to move, the effects extend from the gates of those ports to the shelves of Wal-Mart,
Lowes, Home Depot, Ford, General Motors, and Chrysler, not to mention the millions of small
businesses that form the backbone of the American economy.   The movement of products from
ports is impressive.  Yearly, 310 million tons of grain, petroleum, steel, ore, and grain crops
move up and down the Mississippi River.  In excess of 90 percent of America’s imported and
exported goods are sent to South America, Europe, Africa, and Asia by sealift.

The Hampton Roads port region is a vital commercial center for Virginia and the Nation.
One of the world’s largest harbors, our port region sits only 18 miles from the open ocean and is
easily accessible to shipping lines and shippers alike while serving as the home to the APM
Terminals and the Port of Virginia (operated by Virginia International Terminals, Inc.).  The
latter alone affects 345,000 jobs in Virginia while generating $41 billion in business revenues
and $1.2 billion in State and local taxes per year.  APM Terminals’ economic impact is estimated
to be $6.4 billion in new wages and taxes in over 15 years of operation.  Moreover, with the
future development (beginning in 2017) of the Craney Island Marine Terminal by the Port of
Virginia, the capacity of the Hampton Roads region to service cargo will increase by 1.5 million
TEUs (twenty-foot equivalent unit) while making Virginia home to the most modern deep water
terminal on the east coast.  Currently such companies as Wal-Mart, Target, Home Depot, Family
Dollar, QVC Network, Cost Plus, Dollar General, Kohl’s, Sysco, as well as a wide range of food
producers and energy providers transit the port facilities in the Hampton Roads region.  All of
them depend on uninterrupted access to the port to sustain their critical supply chain.  An
extended closure of the port region by a manmade or natural disaster would devastate these
industries and countless jobs.

The Real Threats That We Confront

The ideological and terrorist forces that seek to disrupt and destroy our way of life
understand that our economic viability is an essential component to maintaining that way of life.
Ports, their infrastructure, and the intermodal connectivity to them are tempting targets.



CHSF Propietary 5

Port terminals and the millions of cargo containers they handle can be exploited to carry out
terrorists’ plans.  Shipping containers provide a vehicle for terrorists to smuggle destructive
devices into the United States, including nuclear, chemical, or biological material that could be
configured as a “dirty bomb” ready to explode at the port or elsewhere.

Terrorists know the effectiveness of improvised explosive devises (IED) in combat and
may have plans to create a new generation of IEDs to attach to ships as they enter ports and
terminal facilities.  Refineries, ship building and maintenance facilities, power plants, and
sensitive national defense-related sites are routinely found in our major ports and specifically in
Hampton Roads.  They are all tempting targets for our enemies who are determined to deploy the
next generation of IEDs possibly integrated with nuclear material to create a dirty bomb, placed
under the keel of an unsuspecting vessel.

Likewise, terrorists know that a well-timed sinking of a major commercial ship in a
critical channel could halt shipping for an extended period of time.  Similarly, rail and road
networks are vulnerable to “mobile dirty bombs” that when detonated could destroy tunnels,
bridges, and rail yards, bottling up economic activities at a port.

Our inability to effectively and reliably detect, deter, and disrupt such threats in a layered
and sophisticated manner may close a port—ensuring the port remains closed for an extended
amount of time until the port and region can be rendered safe for human occupation.  This
inability is well known by our enemies and must be addressed.

Innovative Solutions to Mitigate Risks

While no solution will ever make our ports and the critical supply chain immune from
attack, we must devise effective strategies that will mitigate the risk of disruption to an
acceptable level while planning for sufficient resiliency in port infrastructure to help those
facilities resume normal operation as soon if possible in the wake of a manmade or natural
disaster.  The key to success is not an impenetrable cordon around our ports and its
infrastructure, rather a balanced and risk-focused strategy that incorporates the best practices and
necessary technologies to detect, deter, and disrupt hostile acts against the most likely
vulnerabilities before they happen, while also—in the event of an attack—instituting and
installing measures that enhance resiliency, response, and rapid recovery.  All of this contributes
to port security while positively impacting the risk exposure to industry and those that insure
them.

The CHSF Grant Approach

The Commonwealth Homeland Security Foundation (CHSF), using an innovative public-
private approach, desires to contribute to the development and implementation of solutions that
significantly improve the security of the commercial and military maritime port facilities in
Hampton Roads against manmade or natural disasters.  In particular, the protection and
sustainability of the critical supply chain, intermodal facilities, and the workforce associated with
the port region are key concerns.
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To this end, the CHSF plans to award a series of grants to its university consortium
members—George Mason University, Old Dominion University, The College of William and
Mary, The University of Virginia, Virginia Commonwealth University, and Virginia Tech—to
identify, develop, and implement effective and affordable solutions to enhance port security and
the associated critical supply chain that will involve:

1. An initial grant focused on the identification of optimal strategies;
2. The selection of an ideal strategy for Hampton Roads by government, industry, and

research university stakeholders;
3. A follow-on series of multiple grants to focus on actual applications of best practices and

technologies to implement the selected port strategy;
4. Rigorous and realistic testing and evaluation (T&E) of proposed solutions; and
5. The application of Federal and State funds to complement the significant private

investment in affordable solutions, validated by T&E, which will result in the full
implementation of the port strategy that best fits our region.

Funding for the initial grants will come from industry located in Virginia or others with
interests in the Hampton Roads port security.  This includes the insurance industry that has a
distinct interest in approaches that reduce the exposure of the port and its associated industry to
terrorist attacks.

The initial grant will focus on optimal strategies to secure the Hampton Roads port region
in a comprehensive manner.  In developing those strategies, the CHSF will employ the research
and development capacity of its university consortium members to work with stakeholders in the
Hampton Roads region—including all industry sectors, maritime and related, as well as Federal,
State, and local government—to craft a range of viable strategies to address port security.

When this is accomplished, the CHSF will assemble all stakeholders to further refine and
“down select” the most achievable strategy and begin the process of follow-on grants to focus on
the specific application of optimal solutions, including best practices and technologies, to secure
the port of Hampton Roads, its critical supply chain, intermodal facilities, and workforce from
disruption.  In doing so, the CHSF will serve as a strategic match-maker between Federal and
State dollars and funding from the private sector to deploy strategies in a coordinated public-
private partnership thereby leveraging the resources, talent, and insight of those entities with a
major interest in the security of the Hampton Roads port.

The strategies that the CHSF envisions pursuant to the initial research should draw on
selected top-level strategic objectives for maritime security as outlined in The National Strategy
for Maritime Security, September 2005.  They include:

1. Preventing terrorist attacks and hostile criminal attacks;
2. Protecting maritime-related population centers and critical infrastructure; and
3. Minimizing damage from attacks and ensuring expedient recovery.
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Furthermore, the development of a comprehensive strategy should embrace some guiding
principles including:

1. A rational risk-management approach that focuses the most desirable strategy;
2. A focus on the vulnerability of our critical infrastructure through the eyes of our enemies;
3. A layered “Defense in Depth” approach, with both offensive and defensive attributes that

relies on government and industry collaboration to resist attacks and enemy probes to
assess weaknesses; and

4. A comprehensive structure that addresses how to deter attacks, detect hostile activities,
delay security breeches, and dispatch first responders to events while enhancing
coordination, cooperation, consultation, and collaboration among all stakeholders.

The Foundation will award the grant(s) to a member(s) of the CHSF Consortium in 2008-
2009 to lead a team to develop a solution and work with the Federal and State government (as
appropriate) and industry to implement the strategy solution for the Hampton Roads port region.
While the Foundation envisions that initial focus will be on the Hampton Roads port region, the
strategy solution should be designed to expand to other ports around the Nation.

The Foundation defines a successful proposal as one that best demonstrates an
understanding of (1) the multifaceted aspects of the port security problem and the critical supply
chain, and (2) how to best assemble the right players and stakeholders to develop a
comprehensive, effective, suitable, survivable, and affordable port security strategy.

Conclusion

The vulnerabilities, risks, and consequences of an attack on our vital ports and critical
supply chain—particularly on the Commonwealth’s premier resource in Hampton Roads—are
real, present, and dangerous to our economic well-being.  The need for a public-private approach
offered by the CHSF is essential to the development of a comprehensive strategy incorporating
the best practices and available technology to secure our critical supply chain in and near
maritime port facilities.  Government lacks the funding to secure the infrastructure that largely
resides in private hands.  Private industry cannot afford a disruption in the flow of the critical
supply chain nor can governments—at all levels—that depend on industry and business viability.

Insurance companies know, as they experienced after 9-11, that a major disaster
confounds their ability to offer insurance products to businesses. This cooperative public-private
partnership venture proposed by the CHSF to identify the right strategy to secure our ports is the
best way to ensure that our security requirements for critical supply chain are addressed.

Moreover, when the Federal government takes note of the commitment of this public-
private venture, they will see the efficacy of the concept and will be more likely to bring Federal
dollars to the application of effective solutions.

In the end, the CHSF approach to this problem provides a “win-win” strategy for both the
public and private sectors while, most importantly, making it all the more difficult for our
enemies to disrupt the economic viability so essential to our way of life.


